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OEHE Data Systems
3/28-3/29 ISAC Meeting / Oklahoma City Area Office




This Morning...

Why are we here?

Overview of OEHE data systems and
Infrastructure

Division of Environmental Health
Division of Faclility Operations

Division of Sanitation Facilities
Construction

Questions






Infrastructure

e Servers located, maintained and cared for
(EXTREMELY WELL) by HQ IT staff

e First servers installed in 2001

 We share SQL servers with HQ

e 3 Dedicated ColdFusion 7.x Servers
e 1 Dedicated ArcIMS server for GIS



Currently

Common Codes

Collaboration between divisions
The Audit

ArcSDE, ArcIMS, EIEIO
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Why are we still here?

Collaboration



Division of Environmental
Health Services

e WebEHRS — Web based Environmental
Health Reporting System

e WebCident — Web based Incident
Tracking System

(Rhymes with Pepsodent




WebEHRS Users

Environmental Health Officers and
Environmental Health Technicians

Both Federal and Tribal Employees
Account required for access
Remote "
Remote
Semi-remote




“Everything that can be counted does not
necessarily count; everything that counts
cannot necessarily be counted.”

- Albert Einsteln



Origins of WebEHRS

« RRM

— # of Facllities
— Each type has a value in person days

 In the past we accounted for every minute
of every day

— And we passed that information in paper
format to prisoners for coding

— And that Is about as far as it got



2 WebEHRS - Microsoft Internet Explo =[O x|

() vack | [2] ”|| Bile Edit View Favorites | |Address &) htips:/fwebehrs. v | B ca | 4

E|

Welcome to WebEHRS

Please Login

Username:

Passwaord:

2 WARNING ** WARNING** “WARNING *****

This is an [HS computer system. IHS computer systems are provided for the processing of Official LLS. Government
infarmation only. All data contained on IHS computer systems is owned by the IHS and may be maonitored,
intercepted, recorded, read, copied, or captured in any manner and disclosed in any manner, by authorized personnel.
Unauthorized use of this information system is prohibited and is subject to criminal and civil penalties. THERE 15
MO RIGHT OF PEMACY IM THIS SYSTEM. System personnel may dive to law enforcement officials any potential
evidence of crime found an IHS computer systems. LUSE OF THIS SYSTEM BY ANY LISER, ALUTHORIZED OR

LINALUTHORIZED, COMSTITUTES COMSENT TO THIS MOMNITORING, INTERCEFTION, RECORDIMNG, READIMNG,
COPYING, OR CAPTUIRING, AMD DISCLOSUIRE.

#2 2 WARNING* * WARNING** "WARHING*****

Login

2

£ | Done [y %JLacal intranet



A WebEHRS - Microsoft Internet Explorer _ O] x|
J@aack - - \ﬂ @ \-_;j ”H File Edit View Favorites Jﬂgdress &) https:/fwebehrs i~ | EJ Go | A

WehEHRS Home Reports Logaut webEH RS o
FD=/Facilities YWebEHRS Help Tools/Tables

Web based Environmental Health Reporting System

You hawve 10 e-Surveys that hawe not Uzer Information
= T been Finalized:
Fa"-““t!lf' Data Darren Buchanan is logged in
Click HERE to == the list .
— =how Due/Overdue List

Reports

Planning Calendar

A]E Tools and Tables

] ‘ou need to prowvide werification for:
Verify Data 10 Deletion(=]
40 Additicon(=]

Food Survey Reports Team

Logout
Head Start Reports Team

| KN

@Dune | | | | |[% |‘:J Local intranet
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A https: / /'webehrs.ihs.gov /fds /grid /fds_grid_main.cfm?CFL

J Qeack ~ ) ~ |x] ] 7n 7 J File Edit View Favarites H Address | €] htps:/fweben | B Go | A
WebEHRS Home Reports Logout we b E H RS
FOS/Facilities WebEHRS Help Tools/Tables ettt

Filter: I’&'” dats [ND Filter]l j iLse Filter) Search Grid Help AddEdit Fiters Add Hew Facility View 20 per Page
Facility Name Fac Code Type Cormm Area 50 Due Oate
. IS THELILN | VDL Y D LD o uou o ouu
TWE Comanche - Mew Pathvways Halfway Housze s055130001 13 253 40s555 Q372202006 1 ﬂ
® W@ P George Hawkins Memorial Trestmert Certer - Clinton 1330 13 293 50i53 083042006
g JACHK BROVN SUBSTAMCE ABUSE REHABILITATION CENTER 13 197  50i59 421 /20065
g Kickapoo Substance &huseRehab S054130002 13 010 50054 0082001 1
T Kickapoo Youth Substance AhuzeFehak 054130003 13 Mo 005584 0E0972001 1 =
B0 Pnstive American Center of Recovery 5058130001 13 839 50453 011 242007
¥ OROsage sdolescent Trestment Center SOS6130004 13 743 50056 05032006
® W@ Osage Mation Counseling Certer 5056130003 13 754 50056 06M 742005 1
® W@ PPARR Halfway House 5054130004 13 032 50054 05 042006
® WM& Ponca Tribal Social Development Center 2056130002 13 483 S0s36 090572006
B MWECTASC---Osage OP Counseling Ctr. S056130001 13 754 50056 06M 442006

B Texas Kickapoo Healing Grounds Treatment Facility 2563130001 13 B46 55053 04272006
®MW  Apache Foster Homes 5055140001 14 140 50055 041 442006
®MW  cas Foster Care Homes 1430-1451 14 000 50053 10072006
&0 Caddo Foster Homes 2055140003 14 142 50035 0451 472006
t Choctawy Mation Faster Care Pragram 14 Qoo s00a0
®MW  Comanche Foster Care Homes a055140006 14 253 S0rss 072202006

PN FOSTER CARE HOMES (FOSTER CARE HOMES) 14 000 50058 O6M 320085 j
£ | Opening page htq:us:ffwehehrs.ihs.guvfﬁjsfgridfﬁjs_grid_|- | | | | |E| |"- -J Lacal intranet Yy




Numbers

Faclilities/Establishments: 22,573
Surveys: 7856
60 Inspection Types

3 of the 60 “National” Inspection Types
— 2,234 Navajo Nation Food

— 2,167 IHS Head Start

— 1,609 FDA 2001Food

Violations: So many
Activities: So, so, SO many
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| L“Bj % __. Creste PDF Feview & Comment = |_\-| Secure - f Sion v || v G‘j\‘ =] |:| |:| = 128%
Program_Description Element_Description Area_Name Counts | Element totals
Injury Prevention  |Assault/Homicide Projects ALBUQUERQUE 2
Injury Prevention  [Assault/Homicide Projects BEMIDJI 1 )
Injury Prevention  |Assault/Homicide Projects PORTLAND 2
Injury Prevention Elderly Fall Projects ALBUQUERQUE 7 8
Injury Prevention Elderly Fall Projects PORTLAND 1
Injury Prevention Fall Projects PORTLAND 1 1
Injury Prevention Fire/Burn Projects ALBUQUERQUE 1
Injury Prevention Fire/Burn Projects CALIFORNIA 1
Injury Prevention Fire/Burn Projects OKLAHOMA 3 8
Injury Prevention Fire/Burn Projects PHOENIX 1
Injury Prevention Fire/Burn Projects PORTLAND 2
Injury Prevention Motor Vehicle Crash Projects |ABERDEEN 1
Injury Prevention Motor Vehicle Crash Projects  |ALBUQUERQUE 7
Injury Prevention Motor Vehicle Crash Projects |BEMIDJI 3 24
Injury Prevention Motor Vehicle Crash Projects |PHOENIX 11
Injury Prevention Motor Vehicle Crash Projects |PORTLAND 2
Injury Prevention Occupant Protection Projects |ALBUQUERQUE 9
Injury Prevention Occupant Protection Projects |CALIFORNIA 1
Injury Prevention Occupant Protection Projects |OKLAHOMA 7 46
Injury Prevention Occupant Protection Projects |PHOENIX 20
Injury Prevention Occupant Protection Projects |PORTLAND 9
Injury Prevention Flayground Safety Projects ALBUQUERQUE 4
Injury Prevention Flayground Safety Projects NASHVILLE 2 8
Injury Prevention Flayground Safety Projects PORTLAND 2
Injury Prevention Foison Prevention Projects OKLAHOMA 3 3
Injury Prevention Ride Safe Projects ALBUQUERQUE 4
Injury Prevention Ride Safe Projects BEMIDJI 1 8
Injury Prevention Ride Safe Projects OKLAHOMA 2

1 of1




The Who/What/When/\Where of
Establishments

Area

Service Unit
Community

Tribe

Survey/Activity History
Establishment Type

Logical or Physical Links to other
Establishments

Misc. detalls based on Establishment Type
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IEH activities since Start of new coding scheme

1/18/2006 1:35 PM
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Program_Description Element Description Area Name Counts | Element tﬂtalsz
Institutional Environmental Health Accreditation Support/Operational Compliance |ABERDEEN 1
Institutional Environmental Health Accreditation Support/Operational Compliance |ALBUQUERQUE 1
Institutional Environmental Health Accreditation support/Operational Compliance  |BEMIDJI 4
Institutional Environmental Health Accreditation Support/Operational Compliance  |BILLINGS 1
Institutional Environmental Health Accreditation Support/Operational Compliance |NAVAJO 3 43
Institutional Environmental Health Accreditation Support/Operational Compliance |OKLAHOMA 8
Institutional Environmental Health Accreditation Support/Operational Compliance  |PHOENIX 19
Institutional Environmental Health Accreditation support/Operational Compliance  |PORTLAND 5
Institutional Environmental Health Accreditation Support/Operational Compliance | TUCSON 1
Institutional Environmental Health Emergency Management ABERDEEN 11
Institutional Environmental Health Emergency Management ALBUQUERQUE 2
Institutional Environmental Health Emergency Management BEMIDJI 2 134
Institutional Environmental Health Emergency Management NAVAJO 1
Institutional Environmental Health Emergency Management OKLAHOMA 48
Institutional Environmental Health Emergency Management PHOENIX 70
Institutional Environmental Health Environmental Management BEMIDJI 1
Institutional Environmental Health Environmental Management CALIFORNIA 9
Institutional Environmental Health Environmental Management NAVAJO 3 16
Institutional Environmental Health Environmental Management PHOENIX 4
Institutional Environmental Health Environmental Management PORTLAND 3
Institutional Environmental Health Faciliies Management Env. Health Support BEMIDJI 1
Institutional Environmental Health Facilities Management Env. Health Support CALIFORNIA 2 §
Institutional Environmental Health Faciliies Management Env. Health Support OKLAHOMA 2
Institutional Environmental Health Faciliies Management Env. Health Support PHOENIX 1
Institutional Environmental Health Industnal Hygiene ALBUQUERQUE 2
Institutional Environmental Health Industnal Hygiene OKLAHOMA 3
Institutional Environmental Health Industrial Hygiene PHOENIX 1 g
Institutional Environmental Health Industnal Hygiene PORTLAND 1
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28 Adobe Acrobat Professional - [ActivityDataCollection.pdf]

| Eile Edit ¥iew Document Tools Advanced \Window Help == =]
I3 ®H @ M| e - -8 - -0 -] [T ©w% - @10y D
g Activity Data Collection 1/18/2006 16:15
-
g | Program_Description | Element Description | Value Type | value |
*g‘ General Environmental Health Animal Control Number of individual affected 1
= General Environmental Health CEHA MNumber of meetings held 5]
al General Environmental Health Food Mumber of deficiencies found 32
f General Environmental Health Food MNumber of individuals certified 619
% General Environmental Health Food MNumber of individuals trained 419
& General Environmental Health Food Number of investigations 27
e General Environmental Health Food MNumber of meetings held 2
0 General Environmental Health Food Mumber of training sessions provided 2
% General Environmental Health Head Start Mumber of deficiencies found 14
- General Environmental Health Substandard Housing Number of hazards identified 4
? General Environmental Health Substandard Housing MNumber of individual affected 3
% General Environmental Health Substandard Housing MNumber of investigations 1
(=5 General Environmental Health Substandard Housing Mumber of referrals received 1
General Environmental Health Substandard Housing Number of Sites 1
General Environmental Health Water MNumber of individuals trained 9
General Environmental Health West Nile Virus MNumber of individuals trained 83
Injury Prevention Assault'Homicide Projects Mumber of hazards identified 17
Injury FPrevention Assault'Homicide Projects Mumber of individuals trained 22
Injury Prevention Elderly Fall Projects Number of individuals trained 7
Injury Prevention Fall Projects MNumber of individuals trained 31
Injury Frevention Fire/Burn Projects MNumber of individuals trained 45
Injury Prevention Motor Vehicle Crash Projects | Number of checkpoints conducted 23
Injury Prevention Motor VYehicle Crash Projects Number of corrective measures taken 0
Injury Frevention Motor Vehicle Crash Projects Number of individuals trained 13
*E: Injury Prevention Motor Vehicle Crash Projects  Number of samples collected 0
£ Injury Frevention Motor Vehicle Crash Projects  Number of Sites 23
S Injury Prevention Occupant Protection Projects Number of devices installed 20
| Injury Prevention Occupant Protection Projects Number of individuals trained 137
Injury Prevention Occupant Protection Projects Number of training sessions provided 1
Injury Prevention Flayground Safety Projects MNumber of individuals trained 20
Injury Frevention Ride Safe Projects Mumber of individuals trained 20
Injury Prevention Sleep Safe Projects Number of devices installed 48 -
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With positive results
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WebCident Users

Safety Officers, Environmental Health
Officers and Institutional Environmental
Health Staff

Both Federal and Tribal Employees
Account required for access

Hospitals, clinics, offices, jobsites,
vehicles...anywhere something happened
to someone on the job



Origins of WebCident

e Richard Turner — Man on a mission
e Form 467-A (GS-4584 pages 45-453)

 Intercontinental Interagency Agreement
Access Form for Anthropogenic Aerosol
Data Collection (IIAAFAADC)

 Threw both of those fake forms away
e Just did it



“Like a piece of paper”

e Anyone can start an incident

* Only authorized people can manage
Incidents

e Tracks
— Workers
— Patients (soon to be expanded)
— Visitors
— SNIE (Significant Non-Injury Events)



Incidents entered as of 3/29/2006

[ -
w
w
=
w e| o
3 wlop
= o < 14 o w <L o
1T} L W Z =L =L - = =
W o ) = t 12 > > = O ) = - ra
i w x 3 > O ] ] = ) I = 1 O
o 0 2 = = = &) &) I < < Ll = )
Bl s| B & 2| 2| & & & z 2| 2| 8 3
Type x| =| =| m| m| <] T| FT| =Z| Z| o | a|] F]| Tetal
Pending |VWorker Ba] o[8[ & & 4 o o 1 14 4o 24 3[4 209
Calor Key [Patient 28] o] 41 1 Bl of of o 3 s 18] 8 o © 102
5 | =0 [Visitor g of 2] ol of of of of of 2 1 | I 1 13
SNIE v I E| I ) | ) ) | T 1 | I 146
Total 135 0] 74 14 49| 4 o] o 6 38 76| 63 5 16
WWorker 27 ol 28] 11 I of o [ 8 & 1 4 1 116
Patient Bl o 8 7 o o o o o 1 4T 2l 0 25
Visitor 1 o 1 2l of of of o o o o 1 ] 5
SNIE 13 o] 11 ol 4 1 ] I ) - | ) | 43
Open  |Total a7 o] &0 15 7] 12 o o 2 15 17| 17| 6 1
WWorker 283 0] 357 185 240] 6] 6] of 16| 1248 778 e84 fo3] &7 3858
Patient 165] 0] 243 7] 7| 4] o[ o] Z0| 428] s68] 2m4] 15| 43 1679
Visitor 271 o 31 al 1] o] of o of e84 @3] 43 3 10 320
SNIE a52] ol sm2] 125] 226] o] o] o] 18] 1ee4] 263 28] a0 172 3502
Closed  [Total 817] 0] 893[ 371] 660] 14 8] o 54 3425 1502 1282 151] 2s2|asse|

Total to Date 10018



A WebCident - Microsoft Internet Explorer

Qs ©- N A D

-0l x|

J File Edit ‘iew Favorites }}HaﬂuddrESS Iﬂj http: /Awebcide j EJ Go

]
IJ"

Help with this Page (will open a new window)

i, \ A /e Cident

e

Click Here
to Report

an Incident

Click Here
for Report
Forms

Webcident is an electronic incident reporting system that can be used by any IHS
affiliated facility for maintaining occupational injury and illness data and patient and
vISitor injury data; reporting security events, property damage, and hazardous
conditions; conducting trend analysis and producing reports. This system can be used

by all personnel working for the IHS and will effectively replace the use of IHS form 516,

Webcident was designed with efficiency in mind. You will not be asked to provide
information that is not relevant to the incident you are reporting. Printable forms are
avallable for each type of incident to assist with data collection, when needed.

Most of the screens are self-explanatory but context sensitive help s available and can
be accessed by clicking on "Help with this Page" at the top of the browser window.

Safety Officer Login

féil Done

| | | | | |‘J Local intranet

| BN




A WebCident - Microsoft Internet Explorer _ O] x|

Qe - Q- ¥ & & ”

J File Edit View Favorites }}Hﬁkddr'ESS |£j http: /fwebcide j B | &t

| —
Help with this Page (will open a new window) ”ul:l!!:“:.WEb CidEﬂt

Worker

Patient

Visitor

Significant

Non-Injury
Event

Who or what did this incident involve?

‘fou are reparting an incident that invalves an injury ar illness that ocurred to an IHS employee (Civil Servant
or Commissioned Carps), IH: contracted/compacted organization employee, valunteer, student or
contracted employee (locum tenems, nursing agency, temporary employement agency, etc.).

A persan invalved in an incident that was being treated/examined by a healthcare provider or was scheduled
to be seen by a healthcare pravider at the facility/property.

A persan invalved in an incident at an IHS owned or leased facility/property that was not an employee or at
the facility/property to receive healthcare semices.

An incident that involves a hazardous condition, security incident or propertyfvehicle that DID MOT result in
an injuryfiliness to an employee, patient ar visitor.

| BN

| | | | | |"-‘_J Local intranet




A WebCident - Microsoft Internet Explorer

| Qe - © - %] 18] &

J File Edit “iew

Favorites

» ‘Jﬂgdress |§| hittp: /fwehicide j co | Aw

Help with this Page (will open a new window)

.I'||-f|.|:|| -

qiimeeisNVeb Cident

Basic Incident Information

Time in 294 Hour format

Fersonnel System:
|Se|ect the Personnel Syatemj

Manth D Nl
. il i il ] _ [click HERE for examples)
Date Dflnmdent:l | | General Time Dflnmdent:l—
Example: 04 02 2004 Example: 1224
First Hame Last Hame
Mame of person
filing renort: If the names are the
9 1ep _ same, fill out onlythe [
Person invalved or, to o ame Last Name top line and check here
whom incident occured:
Month  “ear
Gender: ISEIect the Genderj Birth Mnnthf‘fear:l |
Example: 12 1952

Direct Supervizor:

|
Next

| BN

|‘::] Local intranet




A WebCident - Microsoft Internet Explorer _ O] x|
J @E.ack - \) - \ﬂ @ ;_;3 ” J File Edit View Favorites ”HAQ{:II’ESS |@‘| http: /jwebcide v | EdGo | A

il ' : .
Help with this Page (will open a new window) .4.-||||1||L!.!!.".'."..WEEDCICiEr_lt

Severity

Severity: |Se|ect the Severitg,rj

Additional Information
Incidents may have multiple aspects associated with them, Please select all that apply.

WWas this an ergonamic (or have the potential to be) event?  YES © MO ©
Wyas this a Bloodborne Pathogen event?  YES € MO
Did the incident or event invalve a security issue? YES © NO

YWWas property (cars, buildings, radios, ice machines, etc.) invalved? YES © NO

| BN

@DDHE | | | | | |‘::] Local intranet




A WebCident - Microsoft Internet Explorer _ O] x|
J@Eack Q- \ﬂ @ _:] ”H File Edit View Favorites ”HAQ{:II’ESS |£j http: ffwebcide v | Ed G |

| —
Help with this Page (will open a new window) .4.i|Ii:I|L!:!!:.IiLIWEb CidEﬂt

Injuries

The next section will allow you to select information that descrnbes the injury, type of injury and anatomical
locations invalved. You will be able to select multiple injuries.

Please enter the most significant injury first!

=elect the Broad Category for the SOURCE of this incident:

" Blood Borne Pathogen Exposure " Medical object, device, equipment

" Chemical, contarminant " Unknown

" Enwironmental condition " “ehicle

" Food and water " Walking, working surface, building component

" Furnishings, inanimate object
" Human, animal, plant, insect, microarganism
" Machine, equipment, tool, PPE

| BN

@Duﬂe | | | | | |‘::] Local intranet




A Review the Incident - Microsoft Internet Explorer - O] x|
H Qe - - [x] & 7 ™ J File Edit WView Favorites ”Hﬂgdress & http: fpwebcident ihs.govi ~ | B co | A

Please review your entries below.

CLICK HERE WHEN

Click the blue section header links to make corrections to that section. DONE WITH THE REVIEW

Incident Report Review

General Info «—clid to Edit Section Date of Incident:04/02/2004

Incident imrolving: test, test General Time of Incident:12:24

Pers System: Commissioned Officer Date Report filed: 0372972006

Direct Superdsor: kKelly Taylor Time Report filed: 22:57:33 PM

Mame of person filing report: test, test

Occupation «ciidto Edit Section VWwhen you are done |

Occupation: Draftsman . . . .
reviewing the incident,

Facility «clis to Edit Section :

Ada Family Practice Clinic - QkLAHCMAADA PLEASE Cl ICk the

Location «—clid to Edit Section YEHDW “nk ABOVE that

Location: Inside facility - Basement says "CLICK HERE
YWHEN DONE WITH
THE REVIEW"

Severty <« Clidito Edit Section
First Aid

& | Done | || [edLlocal intranet Y




Notification

e Based on facllity selection
« Fatalities generate additional alerts
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